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Logging and detection mechanism are different
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Initial challenges and motivations

Cost 
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Signal V/S Noise

Cloud specific Attacks

Real Attacks and TTPs on cloud
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Why?

Easy to set up 

Beginner friendly 

Enough Secure 

Easy to manage

Does the job
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Host name : svr04

Cpu Info : 
processor : 0

vendor_id : GenuineIntel

cpu family : 6

model : 23

model name : Intel(R) Core(TM)2 Duo CPU     E8200  @ 2.66GHz

stepping : 6

cpu MHz : 2133.304

cache size : 6144 KB
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Moment of Realization 

Static configuration 

Predictable results 

Easy to detect 

Attacks chains are incomplete 

Mostly Scanners
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As a Security Researcher what I did

Change static configurations

Update timeout

Fix system setting 

Add few more shell commands



What attackers executed post new configuration

enable  -> multiple different services 

tmpfs /dev/shm tmpfs rw,nosuid,nodev 0 0

tmpfs /run/lock tmpfs rw,nosuid,nodev,noexec,relatime,size=5120k 0 0

systemd-1 /proc/sys/fs/binfmt_misc autofs 
rw,relatime,fd=22,pgrp=1,timeout=300,minproto=5,maxproto=5,direct 0 0

fusectl /sys/fs/fuse/connections fusectl rw,relatime 0 0
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Issues

Too many bypass 

Easy to detect honeypot 

Only endpoint service is emulated 

Less end to end attacks 

Not too sophisticated
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Why?

Tailored it as per the need

No bypass 

Can use other services 

Can get full attack chain
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Why not?

Expensive 

Hard to manage 

Easy to misconfigur

Can get too complicated very easily



Comparative Analysis
HoneyPot Real system

Cost Less than Real System High

Management Easy Hard

Complexity Relatively Easy Can be difficult 

Types of Attack Basic Sophisticated

Shell Emulate each command It’s the real box

New Cloud Services Hard Just a matter of security 
configuration
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Benefit of current architecture

Customizable with other services 

Track adversary for every keystrokes

Mimicked to behave like big corporate 

No risk of IP getting exposed/known honeypot 

Isolated network for attack monitoring
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Suricata hits
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Why this data is important

Keep scanners at bay

Provide intelligence on spray and prey attacks 

Mostly in case of crypto miners and leaked keys

Provide TTPs specific to Cloud 

Provides detections specific to the cloud

More efficient for the detection of man behind the keyboard kind attacks 
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Improvement observed 

Malware drop increased 

Old was only scanners 

New architecture capture custom malwares 

Full end to end attacks

Track attackers using canary token
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Open and Free Data Access

Data is available Free and open

Can be accessed using cloudintel API

Important findings are published over github
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Future Implications and Expansion

New services 

Expand to other public clouds

Malware API 

Endpoint Commands API 

Full Attack Chains 

Full exploit chain 

All Cloud logs

Windows OS
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Collaboration and Contributions

Feel free to try the API 

Create a an issue over Github for any Questions, concerns or feature request 

We would love to collaborate on integrating this with other tools/services 

Our next idea is to expand the use cases 



Questions? 

If someone wants to connect or watching this recorded then feel free to 
email your questions 

me@himanshuanand.com

mailto:me@himanshuanand.com
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